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Welcome to the latest edition of NewsBytes — the internal stakeholder
newsletter of the West Midlands Secure Data Environment (WMSDE).

In this edition, we take an in-depth look at the technical design authority
workstream, Hilary Fanning, Programme Director, receiving an Honorary
MBE and the publication of initial data pipelines on the Health Data
Research Innovation Gateway.

If there’s anything you'd like us to feature in future editions, or you have something related
you think would be of interest to our readers, please email the programme team.

Focus on the WMSDE'’s technical design authority workstream

The WMSDE'’s technical design authority (TDA) oversees the digital systems used to securely
collect and store data, before approved researchers are given controlled access.

The TDA oversaw the WMSDE becoming one of the first regional SDEs to complete its first-
phase system build earlier this year — using the Microsoft Azure cloud-hosted service. This
month the WMSDE has also made 54 research-ready data resources available as part of the
Health Data Research Innovation Gateway’s initial launch, which is the highest number by
any regional SDE (read more on the Health Data Research Innovation Gateway in a separate
article below). There are prior ethical approvals in place for these data resources.

Steve Perks, Technical Design Lead, heads up the TDA, which
consists of senior technical leaders and specialists with expert
knowledge of cloud-based data management and the enhanced
information governance requirements for handling NHS data.

They meet fortnightly to review the workstream’s progress,
welcoming insights from partners across the West Midlands. So far
there have been 21 of these meetings and Steve, who has worked in
computing across the public and private sectors for many years, is
delighted with how this is working.

Steve Perks
Technical Design Lead

He said: “There’s been wide and enthusiastic engagement from
across the region for which I’m very grateful. We’ve had input from technical leaders
across multiple trusts and they’re the exact people we need to be working together on
this modern platform.”


mailto:WMSDE@uhb.nhs.uk
https://www.healthdatagateway.org/collectioncategories/secure-data-environments-sde

Getting to this point has already been a journey for the TDA, given the NHS has traditionally
relied more on physical data centres than cloud-based solutions.

Steve and some of his team had a head start in this regard, having previously built a smaller-
scale cloud-based platform for the Health Data Research UK hubs Insight and Pioneer in
2019. This meant they were already well versed in the increased scalability, flexibility and
security that cloud-based solutions can provide for research.

Steve said: “Four years down the line we’ve been able to leverage a lot of our learning and
the tools we built then to get us in a much better position now than we would’ve been if we'd
had a standing start.”

The next steps for the TDA include exploring what data is
already being collected, or could be collected, that is potentially
useful for researchers. One of the things Steve is looking at is
information that is already collected but is then largely ignored
because it doesn’t have much value for direct patient care.

o,

Steve added: “There is data that isn’t necessarily needed by
clinicians to inform treatment, but that could be useful for
researchers. For example, the make and model of a machine
that was used to complete a test. That information has little
value for clinicians delivering direct care, but it can inform
researchers of important details which are essential to correct interpretation of the data
generated by that machine.”

LR

Another project the TDA is currently working to implement is a metadata catalogue, ensuring
data contributors have a clear audit trail of the data assets they commit to the WMSDE. This
‘data-about-data’ also gives researchers a digestible catalogue of available assets, as well as
providing an electronic connection to facilitate future federation of research data between
SDEs.

If you would be interested in finding out more about the TDA or be considered for
membership of the workstream, please contact WMSDE @uhb.nhs.uk.

Programme Director recognised in Honours List

Hilary Fanning, Programme Director, has been awarded an
Honorary MBE for her services to genomic delivery in the NHS.

Hilary, who is the Director of Research and Innovation at
University Hospitals Birmingham NHS Foundation Trust (UHB), is
one of just 62 individuals named in the Honorary awards to foreign
nationals, which is approved by His Majesty the King. The Honour
recognises the impact Hilary has had on genomic delivery not just
at UHB, but across the West Midlands region and nationally.
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In her role at UHB, Hilary manages the research and innovation portfolio, overseeing more
than £300m research infrastructure and approximately 350 research development and
innovation (RD&I) colleagues.

Professor Dame Sue Hill, Chief Scientific Officer for England and Senior Responsible Officer
for Genomics in NHS England, said: “I am delighted Hilary has received this honour, which
reflects her unwavering commitment to research and innovation in the broadest sense for
patient benefit and improving outcomes. This was, and is, exemplified in her leadership and
contribution to the 100,000 Genomes Project and the ongoing transformation supporting the
adoption of advanced genomic technologies into healthcare that continues to benefit many
people in the West Midlands and beyond.”

You can read more about Hilary’s work on the UHB website here.

Health Data Research Innovation Gateway — initial data pipelines

published

The Health Data Research Innovation Gateway has published
initial data pipelines on its website as a first step towards

evolving into the ‘single front door’ to the NHS Research SDE .o
Network.

These initial data pipelines, which include Insight and Pioneer

data assets from the WMSDE, have been published as a first

snapshot of the kind of datasets that will be made available
through the network.

The gateway is being developed by the NHSE Data for R&D
Programme and Health Data Research UK (HDR UK).

Over time this gateway will be subject to change based on user feedback, patient and public
involvement and engagement, and information governance and legal permissions. It will
eventually include significantly more granular information.

You can support this work by providing feedback on the website’s information and design to
gateway@hdruk.ac.uk.

Medilink Midlands webinar — Thursday 16 November

Hilary Fanning, Programme Director, is presenting at a Medilink Midlands webinar discussing
SDEs on Thursday 16 November, from 10-11am.

Hilary will discuss the infrastructure and services SDEs will provide and how they will
integrate with HDR UK. The webinar is being delivered in partnership between Medilink
Midlands, Health Innovation West Midlands and UHB.

You can find out more and book a free place on the Medilink Midlands website.
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PPI, communications and engagement workstream update

National communications campaign

NHSE is to run a national public engagement campaign on the use of health data, planned to
start in early 2024 and going through into the following year.

Up to £2m will be spent on large-scale deliberative events designed to hear the thoughts of
patients and the public on how their data might be used.

Possible areas for discussion will include secure data environments, the Federated Data
Platform and reform of the national data opt-out.

Publicly developed recommendations from the campaign will be published as part of a report
following the events.

Patient and Public Advisory Group

There was an enthusiastic start to the WMSDE Patient and Public Advisory Group (PPAG)
when it met for the first time in October.

Two launch events were held — one face-to-face in Birmingham, with a second taking place
virtually for those unable to make it in person.

Agenda items included an introduction to the WMSDE, a look at what membership of the
group involves, and the potential opportunities ahead for members.

Applications for membership of the group are still open. We want to create a diverse PPAG
that represents the voice of all members of the community, so welcome applications from
everyone. As women are currently under-represented on the group, we would be particularly
keen to hear from any who might be interested in joining.

If you would like to know more about how data is used for research, have a question, or want
to engage and get more involved, we would love to talk with you.

» To find out more about getting involved, please email:
mlcsu.involvement@nhs.net.

» Or complete our online application by scanning the QR code or by visiting
https://nhs.welcomesyourfeedback.net/nqg7mf2.

» To request a paper version of the application, please email
mlcsu.involvement@nhs.net.

NHS Research SDE Network launch event - pack

As promised in last month’s NewsBytes, here’s a copy of the post-event pack from the NHS
Research SDE Network launch event held in Oxford in September (double click pin below):

X
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 Thank you for attending the NHS Research SDE Network Launch
Event on Friday 15 September 2023

* This pack includes the following:-
- Overview of the Network
- Presentation slides from the day

- Photos from the day

* We hope you enjoyed the day and look forward to the Network
evolving and delivering great outcomes
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NHS Research SDE Network

* The interoperable NHS Research
SDE Network includes the NHS |
England Secure Data Environment, | | s
and a small number of regionally '
based SDEs that collectively cover
all of England.
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NHS Research SDE Network Features

Building on the recommendations of the Goldacre Review and the ‘Data Saves Lives’ strategy, the
future default route for researchers looking to use NHS data for R&D purposes will be a small network
of interoperative and connected NHS Secure Data Environments (SDEs). These are privacy-

protecting digital spaces where data can be analysed without leaving the NHS, and which provide a
consistent service wrapper and user experience

This Network of NHS SDEs will be designed to support six R&D use cases, chosen based on
engagement with NHS, academic and industry stakeholders:
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(testing, training,
and validation)
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What’s working well?
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Collaboration and Prioritisation of Encouraging focus

co-creation research & on customers and

development user experience
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Future focus
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consistent funding Remember the
streams exam question!
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Automation
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Close working with
our key
stakeholders
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The last word...

"My young son’s medical history was confusing.... From anaphylaxis and
allergies as a baby to a devastating life-changing mental breakdown ten years
later, were there clues in his complex medical history to warn of his
vulnerabilities?

Could open and transparent access to patient data in a secure research
environment have enabled valuable connections to be made and provide
research information for the future?

| believe that being able to access data sets to share learning and provide a
holistic approach will lead to improved, timely diagnosis and treatments for
patients."

Part of the
NHS Research Secure Data
Environment Network
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Dr Alison Knight & Gemma Warren,
Data and Al Policy Team, HRA
15 September 2023
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Regulation to ensure the UK is
the

best place in the world

for health and social care resei2rch





Why it Matters?

So that research findings
improve care faster

www.hra.nhs.uk | @HRA_Latest

Accelerate

Making it
easy to do
Our high quality

Strategy research
that people
can trust

Proportionali Transparenc

ty

NHS

Health Research
Authority

So that health and social care
research is done with and for
everyone

This presentation is designed to provide general information only. Our website terms and conditions apply

www.hra.nhs.uk





Our functions as set out in the
Care Act 2014

[ ]
2is 8
FUNCTIONS FUNCTION OF
RELATING TO CONFIDENTIALITY
RESEARCH ETHICS ADVISORY GROUP
COMMITTEES (CAG) (CONFIDENTIAL
(REC) PATIENT
(IDENTIFIABLE INFORMATION
DATA PROCESSING

PROCESSING) . THOUT CONSENT)

REC AND CAG ARE
INDEPENDENT (ALTHOUGH
GUIDED BY THE HRA). THIS
ENABLES THEM TO ASSESS

THE PUBLIC INTEREST AND PUT
PATIENTS AT THE CENTRE OF

- A N

NHS

Health Research
Authority

“WE PUT PATIENTS
AT THE CeNTRE"

We support researchers to involve

patients and the public in research in
meaningful ways

%)






Our role in the (data driven) research INHS

g Health Research
life cycle et

» Review research studies through 65 Research Ethics Committees in
England

= Provide national level assessment of governance and legal
compliance, and technical assurance for research involving radiation
or pharmacy of research on behalf of NHS organisations to
accelerate study set-up

6000 new

research

applications 18000

oSssizsssts: = Provide legal support and guidance for the use of confidential patient

information without consent.

» Deliver technology platforms for research approval on behalf of
partners across the UK

Coordinate and standardise the regulation of health and care research across the UK

Ensure a regulatory process that is fit for purpose regarding new ways of doing research






What are we doing from an NHS

Health Research

HRA perspective? Authority

Standardising guidance around CAG and REC requirements for SNSDEs

HRA Governance Group sessions underway, co-chaired with public contributors, with focused discussion and
guidance on the following themes:

* Public involvement

» Patient notification materials
» Data flows across the data life cycle: © o
* Anonymisation © DE' |Ve ra bles
©

» Linkage and s.251 support
» Consented data reusage
» Contracts

Partnering with other experts (e.g. HDR UK, MRC, oNDG) to ensure join up
Sit on the Health and Care Information Governance Panel to ensure alignment with advice
* How else can we help?

This presentation is designed to provide general information only. Our website terms and conditions apply
www.hra.nhs.uk | @HRA_Latest www hra nhs.uk





Further Information requested by CAG - NHS

Examples Health Research
Authority

Clarity of Supporting
Information

K Opt-Out/PPIE
i

» Opt-out measures are clear and accessible

* PPIE completed with the local population to gain a wide
range of views — crucially from underrepresented
groups.

» Notification documents should be reviewed by PPIE
Groups - to include more information on purpose

Patient-Facing
Information

« Clarity on the data to be included  Notification documentation (lack of/quality
« Justifications for missing data and consideration of)
of the potential for bias to healthier » Use of physical leaflets, posters, other
populations/contribute to health inequalities. media for wider reach

» Purpose and Scope (research or
non-research use)

« Details of the governance structures
and Data Access Committees

» Processing of free-text data

This presentation is designed to provide general information only. Our website terms and conditions apply
www.hra.nhs.uk | @HRA_Latest www hra nhs.uk





Further Information requested by REC - NHS

Exambpl Health Research
amples Authority
Clarity of Supporting Py PPIE
Information -
« Organisational Structures — « Communication and
Roles and Responsibilities Engagement Plans to include

how PPI groups included.

Patient-Facing
Information

 Risk of accidental disclosure * Notification documentation (lack
and re-identification of/quality of)

This presentation is designed to provide general information only. Our website terms and conditions apply
www.hra.nhs.uk | @HRA_Latest www hra nhs.uk





Health Research
Authority

How can you
help us?

e Tell us if you need support on
your regulatory journey

* Share your data flows

* Notify the HRA early and
before booking CAG and REC
meetings






Any
questions? NHS

Health Research
Authority
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Health Research
Authority

Thank you for listening

Contact information:
— Alison Knight
— Alison.knight@hra.nhs.uk
— Gemma Warren
— Gemma.warren@hra.nhs.uk

Follow us on Twitter @HRA _Latest
Sign up for our monthly newsletter at www.hra.nhs.uk

This presentation is designed to provide general information only. Our website terms and conditions apply
www.hra.nhs.uk
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National SDE
and national
England
SECURE DATA data as part of
ENVIRONMENT the network

Dr Michael Chapman

Part of the
NHS Research Secure Data
Environmen t Network

15 Sept 2023
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England
SECURE DATA
ENVIRONMENT

Some starting propositions

* The National SDE is part of the network.
* There is plenty of work to do.

* The public and data users don'’t care about our structures.
They expect us to work as one National Health Service.
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Use cases

England Part of the
SECURE DATA NHS Research Secure Data
ENVIRONMENT Environment Network

A view of the target state -

Genomics =-. Our
B3+ Future
=====" Health
[ ] uk
NHS Research Secure Data England N HS b'obgmk

Environment Network SECURE DATA

ENVIRONMENT Dlngrlals | NHS Research Secure Data

Environment Network

Al/algorithm Real world Epidemiological Health systems Clinical trial Translational
development studies studies research activities research

No interest in |dentification / Follow up of
identities recruitment individuals
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Our approach needs to change to reflect new
service models

New service,

- Tabulations meeting disclosure commercial and

engagement
control rules. approaches

* Running queries without access to

underlying datasets. Level of risk /

assurance required

Current NHS England
models are designed for
dissemination

* Access to data in an SDE.

* Dissemination of extracts of data
where policy allows.
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Part of the
NHS Research Secure Data
Environment Network

NHS

Work to make data access the default

Defiie Sign Provision
Environment Commercial Environment
Requirements Agreement
SDE Service Commercial FEAERE
<48 Working D <10 Working Days: | Develon
<10 Working Days W;‘;ﬂ.:’go i 1 WO’ k'."g Day s Research
~ g Days 'orking Day Model
\
] Assurance & Brovision
g Ad\._'lce_& Approval Data
Applicant = A DARS Data
PP DARS Group for Data, Producti
) Data Production foguclion

@
(2]

\
Onboard to DARS
Data Onboarding

*

Build Data Asset

Data Engineering

?

y- ™\
Establish Collection

Data Collection

. Immediate focus

Significantly faster (TBC)

O Medium-term

Update

Agreement
DARS

focus

Fulfil Data Out
Request

SDE Service

Where new
data asset
required

(] nHsE
D Applicant

Q

Service maturity: Progress service to Beta stage to allow
further user growth. Ensure seamless journey from
application to data access.

Availability of data: Work with Data Engineering, Data
Production and IG to agree how requirements can be met
tactically in the SDE. Platform consolidation and process
simplification is required longer term.

Scaling the service wrap: Assess automation opportunities
(e.g. automated invoicing, tooling to support manual checks)

Cost: Review SDE pricing and cost recovery approach,
assess opportunities for differential pricing for priority users.

Time to access data: Data Wranglers can provision data
tactically into the SDE (10-day lead time, but not scalable).
Significant work required to automate data provisioning but
can reduce lead time to <1 day.

DARS timescales: Re-engineer application and assurance
processes

Data ingestion, curation and onboarding: Identify what
steps can be moved upstream to improve onboarding.
Platform consolidation and product / pipeline simplification
is required longer term
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Using national datasets across the network

England

EEE/PRRCE N?\}'Ag [\? T East West Kent, Medway
Midlands Midlands & Sussex
SECURE DATA SECURE DATA SECURE DATA
ENVIRONMENT ENVIRONMENT ENVIRONMENT
North West Thames Valley Wessex

\ SECURE DATA E‘E?S;EegATA SECURE DATA
| T IRONMENT
N ENVIRONMEN el ENVIRONMEN

I------------------- \

LR K N N R B ¥ _§ § § § § § § N § § § | ,
\ /s

LaAaSR North East an_d East of
Data from NHS England provided SECURE DATA North Cumbria England
via SNSDEs: ke EEE/LIJRROEN[?\;IAETF\TT éEJE/?RROlEN%ETr\?T
- No surprises for patients /
E n g I a n d puinC Connected Great
- Equivalent level of oversight Yoslkehie Western

SECURE DATA
ENVIRONMENT

SECURE DATA
ENVIRONMENT

- Adding value in a way that NHS
England can’t achieve
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Gateway: A “single front door” to the
SDE Network presentation slides





HDRUK

Health Data Research UK

27/09/2023






HDRUK

Health Data Research UK

to unite the UK’s health data to enable discoveries
that improve people’s lives

for large-scale data and advanced analytics to benefit

every patient interaction, clinical trial and biomedical discovey,
and to enhance public health
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What are we about? | B HDRUK

Improve health and Provide leadership Accelerate & streamline health
boost UK science by to fix difficult technical data science by developing
making it easier for problems, by creating open collaborations that
researchers to find, innovative solutions needed connect data, people and
access and use diverse, for researchers to use large- organisations across the UK and
high quality data scale data safely and securely internationally

Curate
Data Analyse

Data
Access
Data Create

Insights

Accelerating the researcher journey towards Improve

Health
trustworthy use of data for public benefit






The problem we are trying to solve | B HDRUK

Health Data Research UK

1-1 trusted Many-many
relationships

trustworthy ecosystem

Many cross-sector
data custodians

Data custodian SECTOR MATURITY

Trustworthy data systems needed to
link sensitive data, require consistency
of information governance, policies,
standards and interoperable

technology Many researchers &

innovators

Researcher

g

Establishing a trustworthy health data research ecosystem to
accelerate use of data for public benefit






HDR UK enables studies on 67m people
to accelerate research that improves lives

Research
Secure Data
Envnronment

it Health Data Research UK

67 million -
people e

20 year vision

For large-scale data and
advanced analytics to
benefit every patient
interaction, clinical trial and
biomedical discovery, and to
enhance public health.
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Health Data Research UK

Technology across research journey

3

Data Discovery Data Access Data Environment Data Analysis

TREs, Hubs, Research Cohorts, Research Programmes have all built tech across this space

NHS|





Promotion of
dataset

* Metadata
dictionary

+ Feasibility
analysis

Data Access

Audit Trail
Cohort building
Data Linkage
Phenotype
definitions
De-identi
Privacy
enhancing
technol

Data Environment

configuration
Software
configuration
Validation of
users

Airlock:
Disclosure
Contro

Data Analysis

Data Cleaning
Data
Standardisation
Da uration
Data pipeiin:

Research

x Data Discovery

+ Promation of
dataset

* Metadata
dictionary

+ Feasibility
analysis

Data Access

Data Acce!
Request Form
Audit Trail
Cohort building
Data Linkage
Phenotype
definitions
De-identification
Privacy
nhancing
technolog

Data Environment

Environment
configuration
Software
configuration
Validation of
users
Airlocks
Disclosure

Data Analysis

Data Cleaning
Data
Standardisation
Data Curation
Data pipelines

avery

Promotion of
dataset
Metadata
dictionary
Feasibility
analysis

Data Access Data Environment

Data Acces
Reques ul
Audit Trail
Cohort building.
Data Linkage

Phenotype
definitions
De-identification
Privacy

hancing
technologies

Environment
nfiguration

Software
nfiguration

Validation of

Disclosure
Control

Data Analysis

Data Cleaning
Data

Standardisation
Data Curation
Data pipelines
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Secure Data
Environment

Health Data Research UK

Environment
Promotion of Audit Trail onfiguration
dataset Cohort building. Software
* Metadata Data Linkage configuration
dictionary Phenotype Validation of
+ Feasibility definitions users
analysis De-identification Airlocks
Privacy Disclosure
nhancing
technolo

Data Access Data Environment

Data Analysis

Data Cleaning
Data
Standardisation
Data Curation
Data pipeli

~

x Data Discovery Data Access

Data Access

Request Form
Promotion of Audit Trail
dataset Cohort building
Metadata Data Linkage
dictionary Phenotype

Feasibility definitions
analysis De-identification
Privacy
nhancing
technologies

Data Envir

Environment
configuration
Software

Data Curation
Data pipelines






Technology
Ecosystem

HDR’s
technological
solutions within
the Ecosystem

HDR UK’s technological solutions supporting the
Ecosystem

Research
Secure Data
Enwronment

HDRUK

Health Data Research UK
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Next 5-year HDR funded technology components Health Data Research UK

Driver Programmes

Whole is greater than the
sum of the parts!

Federated Analytics e Re-use and sharing of

tech/code
* Training and capacity

. ‘harng
NHS .

~60 Technologists working across these components






Some great solutions already developed.— but not.widely shared or systematically used

x Data Discc

* Promotion of
dataset

* Metadata
dictionary

+ Feasibility
analysis

Audit Trail
Cohort building
Data Linkage
Phenotype

enhancing
technologies

= % HDRL

& ol Data Cleanin,
Software L

et Osta Health Data Research UK

Validation of Standardisation
:C n
Data pipeiines
7 Data Discovery Data Access Data Environment Data Analysis \
Data Accs

Request Form + Environment

Promotion of Audit Trail configuration
ataset Cohort building. * Software
Metadata Data Linkage nfiguration
dictionary Phenotype 4] lidation of
Feasibility definitions us
analysis De-idet * Airlocks
* Disclosure
Control

Data Cleaning

Data

Standardisation
Curation

x Data Discovery

Promotion of
dataset
Metadata
dictionary
Feasibility
analysis

Data Access

Data Access
Request Form
Audit Trail
Cohort building
Data Linkage
Phenotype
defi s
De-identification
Privacy
enhancing
technologies

Data Environment

Environment
configuration
Software
configuration
Validation of
users

Airlocl
Disclosure
Control

Data Analysis

Data Cleaning
Data
Standardisation
ta Curation
Data pipelines
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Data Access Data Environment Data Analysis

s
Request Form *  Environment
Audit Trail configuration
Cohort building = Software

Data Linkage figuration
Phenotype » ation of

Data Cle
Data
Standardisation

Promotion of
dataset
Metadata

Data Cura

definitions users
Data pipelines

De-identification = Airlocks
Privacy * Disclosure
enhancing Control

= technologies
s + Environment .\
Audit Trail configuration .
2 ata Clear
Cohort building - Software g:t:Ce ning u
Data Linkage a .

nfiguration
Phenotype + Validation of Standards

definit

e g New solutions developed by you and wider community

Data Analysis

enhancing Control
technologies

TREs, Hubs, Research Cohorts, Research Programmes have all built tech across this space

Gateway - Developing solutions / interoperability with existing solutions





Developing the Innovation Gateway as the ‘single front door’ for |§r’;‘,,tt HDRUK
the NHS Research SDE Network Health Data Research UK

“The Gateway will evolve to provide users with a clear

“We are making

and consistent user journey for data discovery and cohort | significant
. . : : - ith th
finding; reducing complexity and confusion for those : Sﬁrg;smv:m b

wanting to securely access data to improve care and ' HE e,
reduce burden on the NHS.” >\

https://www.linkedin.com/pulse/transforming-data-enabled-
research-landscape-england-bloomfield/

Transforming the data-enabled
research landscape in England
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R > HDRUK

Health Data Research UK

+ >
Health Data Research

The journey so far
and the road ahead

Explore the timeline | ——>
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SDE Network can
share metadata
about the
datasets they
hold for
researchers then
to be able to find
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Can be used to:

* Group all datasets
from one SDE

* Group all datasets
across the network

Supports brand identity






SDE Collections & Pages: DRAFTS only

™~
josOualemrs  Eilo v Help v UsgeDaa v AboutUs v News Commumiy
v

The NHS Research Secure Data

Environment Network

C?d) e Clans Fomnosty v

The NHS Research Secure Data Environment (SDE)} Network is made up of 12 SDEs who provide secure
access to healthcare data for research and innovation.

What is the NHS Research Secure Data Environment (SDE) Network?

The NHS Resaarch Secure Dita
ata fot research and innovabian. Network memb

onmant i t1250E¢. access 10 hasltheare

lude the NHS England SDE and 11 Sub National SDE

+ East Midlands
- d

- Great
+ Mart. Modweay and Sussex
Landan

orth East and North Cumbra

+ Yorkstre and Humber

The sacurg access across i projectstad by

scademics, researchers

 Donal Your privats collection h

thase who you share the collection link with will be ab

East o s
Midlands

SECURE DATA
ENVIRONMENT

created Aug 2023

East Midlands Secure Data Environment (SDE)

Clara Fennessy

7 views

The East Midlands region has a population of 5.1 million and the SDE covers 5 ICBs:
- Derby and Derbyshire

« Leicester, Leicestershire 2nd Rutland

= Lincolnshire

= Northamptonshire

« Nottingham and Nottinghamshire

Datasets(0)  Toois(0)  Papers{0)  DataUses(0)  People(0)  Courses(0)  Discussion(0)

Recently added to collection (newest first) ~

K

ch UK

Research
Secure Data
Environment

Secure Data Environments:

) £ost of England

Secure Data Environments (SDEs)

1n June-2022 the
outsita of NHS pta

ves to maving to rath e
tha defauit way that NHS heaith and socil cars dat n and anatysis The
sacure acx HS data for research

funded by tha Data for RED programme.

Storing data in SDEs enables the NHS to uphold the highest piivacy and security standards and means apgroved usors can
aceess data without it eanng the enroament

I
Communry of Practica to inform Data Access Pokcy and buld on prior muastmants inciuding, where whl,
nlormation from shared care record solutions.

ents in the NHS Research SDE Network ars being designed to oparate smoathly with one another, Unifed by &

ical écm

NHS Research Secure Data Environment (SDE) Network

0 datasets, 0 data uses, 0 papers, 0 tools, 0 people @

The NHS Research Secure Data Environment (SDE) Network is made up of 12 SDEs who provide Secure access to healthcare data for research and
innovation.

Ewplore = Help [ UssgeData [ AboutUs [ Mews Community . 3 e Clara Fennessy [

Collection Collection Collection






Research
Secure Data
En\nronment

The Current Gateway (Mk1) Health Data Research UK

Data Access Requests
(DAR): Enquiries,
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Data Discovery: Metadata Data Use Register:

Transparency on use of
data:
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v

Data Discovery:
Collections, Tools,
Publications

Data Discovery: Cohort
Discovery Tool
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® Cohort Discovery Demo

‘ Research
. Secure Data
Emnronment
M Health Data Research UK

BC|RQUEST - Cohorts x

@ rquest.prod.healthdatagateway.org/!

HDR! ¥ BCRQUEST | Cohorts

i T o« B .
5209 189/ 0 < et a1 R o SDEs can connect
o s s o b «-  their data to the

1) Asthma edited 03/07/2023, 13:29:48 03/07/2023, 13:30:00 Complelcd r, coa .
federated solution

) Asthma EHR 2.1.8 01/06/2023, 13:59.06 01/06/2023, 13:59:18 » Completed . el epe
supporting feasibility

1) Asthma EHR 11/02/2022, 10:49:56 11/02/2022, 10:49.56 Cnmplmed b 3

1) FEMALE 30/09/2021, 07:18:01 30/09/2021, 07:18:01 » Compk:lcd a n a IyS I S a n d

7) Asthma 30/09/2021, 07:17:34 30/09/2021, 07:17:35 s Completed soa recrU|tment for
?) ID1627294663431 26/07/2021, 10:17:55 26/07/2021, 10:17:55 » Completed 0 : C||nica| trials

) 1D1426860182046 21/07/2021, 09:36:37 21/07/2021, 09:36:37 Completed

) ID1626855760947 21/07/2021, 08:46:34 21/07/2021, 08:44:35 # Completed

D 1D1626854402696 21/07/2021, 08:22:40 21/07/2021, 08:22:41 Completed
=

T Asthma 21/07/2021, 06:57:28 21/07/2021, 06:57.29 » Completed

. Rows per page: 10 v 12 3 >
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Data Access Requests
(DAR): Enquiries,
Application & Approvals

Data Discovery: Metadata

Data Use Register:

Transparency on use of
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Data Discovery:
Collections, Tools,
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ﬂ Data Discovery: Cohort
Discovery Tool
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Opportunity to

standardise the way

researchers request

access to data:

* Reducing effort

* Supporting
Federation
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Data Access Requests
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Application & Approvals

Data Discovery: Metadata Data Use Register:
Transparency on use of

data:

~

-

Data Discovery:
Collections, Tools,
Publications
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Discovery Tool
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* Providing
transparency to the
public on which
projects have used
which data

e Enabling
Researchers to
understand the
guestions which
can be answered
from datasets
(publications too)
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phenotypes.healthdatagateway.org

HDRUK Phenotype Librﬂry Home Phenotypes Concepts API About = * Login

The HDR UK Phenotype Library is a comprehensive, open
access resource providing the research community with
information, tools and phenotyping algorithms for UK
electronic health records.

Search our P e library

SDE network can share
phenotype definitions for

1049 2324 202368 40 16 re-use across th'e network
Phenotypes Concepts Clinical Codes Data Sources Coding Systems and to Sta ndardlse COhort
definitions

A Reference Catalogue of Human Diseases

Connected. The Phenotype Library is accessible via an API to support interoperability, is integrated with health dataset

information in HDR-UK's Innovation Gateway, and hosts content from numerous contributing organisations.

Patient-focused. The Library is enabling important research to improve patient health and well-being. Content spans major
disease areas, including heart disease, cancer, COVID-19 and other common and rare human health conditions. Curated
collections from contributors such as the HDR UK BREATHE Hub for respiratory health share clinical expertise to tackle
critical research questions.
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Health Data Research UK
Researcher

I’m accessing data for my
study in a TRE. I'd like to
clean, standardise and

curate my data quickly

7
.7 Softwareand "
Eglors v Hep v UsgaDia v Aboutls v News Community a e // pipelines to re_ \

Data Standards

s couses s T e r——

Phenotypes

o TRUSTED RESEARCH o
ENVIRONMENT

NHS 56





Project Plan

Research
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Health Data Research UK

May 24

I Tech & Data SDE Launch
WG -5t Sept  Event — 15t

& Sept
Comms &
PPIE WG - 7th

DAR | Launch Collections at : Gateway Mk 2
Workshop | HDU Event & Launch (TBC)
— 25t Sept | Researcher Workshop-

I 3¢ Oct

i

In order to define sequence of
activities and milestones, we
need to understand current
status across the network in
more detail.

NHS|

e
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Health Data Research UK
What we need from you:

Collections (3™ October)

A representative, ideally at least 2 from each SDE (Tech & Comms) to:
v'Set up a Gateway profile
v'"Manage your SDE collection on the Gateway (with HDR support)
v'Approve the Collection content prior to 3™ October

Work with HDR UK to establish a pipeline for onboarding metadata (inc. identifying
what’s currently live)

}E{ Key contact: Clara Fennessy — Technology Team, HDR UK (clara.fennessy@hdruk.ac.uk)

NHS 58
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the first stepping stone? the foundational building blocks?

Useful right now but the potential is greater





szt HDRUK
ecure Data
Reducing manual curation of {§nwsame

NETWQORK

Gateway Mk2 — enhanced design datasets, publications and realih bata Research UK
This is not HDR’s Gateway tools/software
— it is the community’s
_0 &b “lo Lots of oth |
- & Y'“l ots or other great tools
Please help us bwlo! JEUE .-. L"’ (collaboration rather than
meet your network’s jesre) & 1 -
needs Co-created Automated Interoperable
To O = Assemble,
automate a ‘ re-use and
and ‘\
o= enhance
interoperat
& with other Open Source Plug-in technologies
tools &APIs
Understandin 2 -j As _
g what is ' aln. : = requc;rderr;ent
- - s and data
possible )
Visualisations Scalable and increases

m modular





Gateway Mk2 — enhanced features

Using NLP and
Elastic Search

Advanced Search

Analysis scripts, °
detailed metadata, f \
federated analytics ©._9®

DCAT,
Schema.org
, DDI

NHS|

End to End
Researcher

Multiple metadata
standards

Use Gateway tech in your
website and brand your entries
on the Gateway

'
o >
\

Brandable Sign-posting

Research
Secure Data
En\nronment

Health Data Research UK

Point people at
other solutions

Multiomic,
imaging, open,
non-health

Additional Data
Types
Google

doy

eliXir beacon Share with

7 Gateway- we
International .
share with

exposure
P other networks
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Next 5-year HDR funded technology components

Driver Programmes

Federated Analytics

Cathie Tom Boltomor;n Nolan

Sudlow






B ritis h Hea rt Fou ndatio n ?A&w::.‘@.:m:"“ About  DatasetSummary  DatasetComparison  Methodology
Data Science Centre

Led by Health Data Research UK Data Coverage —

Find out more

Date Range:
w50 1990) 2023
[ [J [ J ——
Data Visualisations
Show extreme dates @ 150M

Brtshbeatfoundation  Apout  DatasetSummary  DatasetComparison  Methodology

£ Botshlesrtfoundation  ppot Dataset Summary Dataset Comparison Methodolog Data Completeness
L by Hechin Dt Fassarch LK Find out more
Order:
Aphabeticaly « I
® Position T
Welcome to the ———
spisoe_proseipion L

CVD-COVID-UK/COVID-IMPACT
Dataset Summary Dashboard

provided by BHF Data Science Centre led by Health Data Research UK
in partnership with NHS England, SAIL Databank, and Public Health Scotland

{2 Blishbeartfoundstion  Apout  DatasetSummary  DatasetComparison  Methodology

[ Download Data

=
Trend Seasonality
Find out more

Date Range:
1950 [2016 — 2023]
o
, -
Show extreme dates @ 150M

Overall Count:
® Records

Records with a de-identified PERSON ID @
Distinct de-identified PERSON ID @

100M

Count (Linear Scale)

Health Data Research > ZW::::
Innovation Gateway

L 50M
Opportunities to integrate
Y2 Swith the Gateway T
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Research

Secure Data Launch Event
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NETWORK Information Governance: Data

Access and Approvals Workshop
presentation slides
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PROGRAMME HETWEE Health Data Research UK

Alignment of technical solution with IG decisions

IGAcess/approach

IG process/approach |G process/approach

aEEEEEEEE——— However, we need to understand what these
foundations should look like so that they can be
configured efficiently once governance routes
are decided
Technical solution

Technical solution can be
developed whilst governance
NHS routes are being decided | 67

—)

IG process/approach

(Foundations)
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Current Data Access Functionality

Current functionality — could be implemented into new Research

Secure Data

technology stack spring/summer 24 Environment

Default (all Gateway datasets)

First ‘message’ enquiry (dataset level)

Five Safes DAR

form
(standardised,
partially
customisable)

Practice postcode linked deprivation measures for CPRD GOLD

How to request access

Please provide details about your project and the data you are interested in

Name *

Organisation *

Email *

- Where do you want the data custodian to contact you?

A
Practice postcode linked deprivation measures for CPRD GOLD .‘ ~‘
@ cPrD o .
B Dataset Area level Deprivation Scciceconomic SES
399 views How to request access
ALLIANCE > CPRD

Workflows

Contact number (optional)

Project title *

NETWORK

Data Access Module (optional)

Dataflow

Will the data be transferred outside of the United Kingdom?*

Yes

No

Please specify the regions where data will be processed.

England/Wales

United Kingdom

European Economic Area
1. Triage

Robin Kavanagh
Safe people, Safe settings, Safe project, Safe outputs, Safe data

4 days after the start of the phase

2. Committee review

3. Final checks

Final application decision:
This will end the review process and send a final response to the applicant

Approve
Approve with conditions

Reject

Manage application Make a decision ] L Assign a workflow ]

HDRUK

Health Data Research UK

&

Automatic data
use register
upload

& Data use

| 68
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technology stack spring/summer 24 “V"’O"me"t
PROGRAMME Health Data Research UK

Current functionality: User Journeys
Researcher/Applicant

"-

Custodian (Publisher) .
Optional & Reviewer 1

cuystomisable

' - Instigate workflow Committee
- PPIE Panel

NHS!

| 69
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NETWORK Health Data Research UK

Timeline

The current working solution has set a great foundation, but there is considerable room for improvement!

We have reached a key decision point in the development timeline on how the Gateway can continue to support the management of data access
requests.

We want to ensure we build something that can support data access management in the short term but is structured in such a way that it can be enhanced
over time through iterative development.

1
1

! I
. i '
SDE Launch ! par I
| 1 Gateway Mk 2 1
| Event—15" | workshop o i TBED I Mk2.1 (the) | Mk2.2 (tbe)
I sept ! 25th sept

Development & testing

NHS 170
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Health Data Research UK

Where we want to get to after this session and a longer workshop on the 25th Sept
* Agreement and consensus to use a Gateway solution for DAR

* So HDR UK don't build something which is then not adopted
* Agreement to co-create and input into the requirements
* An understanding of the desired end functionality — at a really high level
* So that we can make technical architecture decisions now which will support the end functionality

 All features of the desired end functionality may not be built into the Gateway Mk2 version released in Spring
/Summer 2024 but the solution will be enhanced over time (efficiently if the technical architecture is right)

* At the end of today's session, we want you to understand the different options so that you can think through,
chat with colleagues and come prepared for a deeper discussion on the 25th of Sept

 Give initial feedback to HDR UK which will help us to prepare for the workshop on the 25th Sept

NHS |71





Research
Data for R&D I Eﬁﬁ;%:'ﬁféﬂt HDRUK
PROGRAMME Health Data Research UK

Data Access: Our Findings _ , o
UK nations agreeing to work on a application

For data providers to focus more on the end template that is the same
user experience, and to be more joined up. It .
feels like we need over 50 passwords to log (Research Project Manager, May 2023)

into the various systems and there’s always
another new system to learn

(Consultant, NHS, Jan 2022)

/The feedback from many different
researcher workshops is that
researchers would like a single
data access process and form
across all TRE/SDEs

Users ideally seek a more coherent Standardised data access forms with
joined up system that co-ordinatesl \ centralised submission point that could
accreditation across TRE system” link in with multiple data providers
(Summary from audience insights (Academic Radiologist, May 2023)

roject with RandallFox, Jan 2022
proj ) We need standards in all aspects: data access

requests (DARs), data in, data out as well as a
federally governance agreement

m (Senior Research Data Scientist, May 2023)
| 72
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What we want to get to:

Identify and build a common technical solution that supports both researchers and the SDE network in managing
data access requests

Research

Secm_lre Data <
EnVIronment Health Data Research
NETWORK InnovationGatewl:y e

Where can the Gateway best support?

NHS 173
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PROGRAMME

Need for a standardised Data Access Request (DAR) Process

* To meet researcher requirements:
* Accelerate and streamline the process
* Avoid needing to engage with many different forms/processes
* To support multi-SDE projects via a singular process

* To meet NHS Research SDE Network requirements:

e To support reporting across the whole network

Research
Secure Data
Enw ronme nt

HDRUK

Health Data Research UK

| 74
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Questions:

 How do you currently (or plan to) manage data access requests?
* What technical solutions do you have in place (or plan to), if any?

* What are the key challenges?

NHS 175
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Options summary

Health Data Research >
Innovation Gateway

»
Health Data Research
l Innovation Gateway > +
L

Health Data Research >

Innovation Gateway

L

a0 + 4

NHS 177
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Options summary: 'Lightweight' Solutions

Need for a standardised Data Access Request (DAR) Process

Healt Data Researc 3 * To meet researcher requirements:

Innovation Gateway

* Accelerate and streamline the process

4

* Avoid needing to engage with many different forms/processes
@ + L * To support multi-SDE projects via a singular process

* To meet NHS Research SDE Network requirements:

e To support reporting across the whole network

We are more than happy to build this solution, but based on our understanding of both researcher and SDE requirements, we wouldn’t recommend this
solution.

Whilst the use of emails and word docs may be a more comfortable approach to facilitate collaboration between researcher and SDE, there is a risk that
processes for handling requests and researcher experience will remain varied across the network. Tracking requests will be difficult/ manual in some
cases. More effort will be required to make progress updates and decisions transparent to both SDE teams and end user.

NHS 178
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Health Data Research UK

Options summary: 'Half & Half' Solutions

Need for a standardised Data Access Request (DAR) Process

* To meet researcher requirements:
. .
Health Data Research Accelerate and streamline the process
Innovation Gateway > ) ) ) )
* Avoid needing to engage with many different forms/processes
* To support multi-SDE projects via a singular process

* To meet NHS Research SDE Network requirements:

e To support reporting across the whole network
We are more than happy to build this solution, but based on our understanding of both researcher and SDE requirements, we wouldn’t recommend this solution.

Unless a singular external system is agreed upon amongst the network, then researchers will still be presented with different processes/formats throughout the
data access process. External systems would also need to be configured in the same way across the network in order to produce consistent metrics and tracking.

NHS 179
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Health Data Research UK

Options summary: 'Single Source' Solution

Need for a standardised Data Access Request (DAR) Process

* To meet researcher requirements:

* Accelerate and streamline the process

Health Data Research >

Innovation Gateway * Avoid needing to engage with many different forms/processes

L

e To support multi-SDE projects via a singular process

* To meet NHS Research SDE Network requirements:

e To support reporting across the whole network

The Gateway has the potential to facilitate a common process for handling and managing data access requests, support multiple SDE projects and provide
transparent tracking mechanisms to support both researcher and SDE

We want to ensure the Gateway is developed to meet user need.

NHS |80
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Technical Solutions across the DAR process

————————————————————————————————————1

- B - S -

L e e e e e e e e e e e e e e et e e e e e e, e e, ——d

Health Data Research
Innovation Gateway >

E.g. Email integration via Gatewa E.g. Word doc form which can be
metadata listing downloaded from Gateway

Health Data Research
Innovation Galeway )

E.g. Link from completed form on Gateway to external \workflow & approval system

Health Data Research
Innovation Gateway >

i E.g. Integrated online enquiry & DAR forms with configurable workflows and approvals

*Dots are for illustration/example purposes only.
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Multiple SDE Projects - Application Flow: Options (1/2) O B
Manager
West Mids
DAR Manager
Examples only O
m London DAR
EoF SDE Manager
\ \ _
West Mids SDE Submits
for
] S N S S =
London SDE approval OR i Temporary team i
S i O :
Applicant fills out 1 form «Coe”l‘roa : EoE DAR i
1
I We understand that the data access flows are | | :
still to be decided but we also acknowledge that | [ West Mids - ]
the technology needs to support federated | : m e  — !
I projects. | : __f :
1
L———--F-}]-Lenden-DAR——- -—74----------———-'
Manager _

NHS!
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Multiple SDE Projects - Application Flow: Options (2/2)

Examples only

1
1 1
1 1
1 1
e ’
1 1
EoE SDE ] DAR I
N\ . N Submits I m Committee ]
West Mids SDE - s O member i
—|—> 1 - S
l >
London SDE approval DAR i
i
]
1
]

m committee

Applicant fills out 1 form O member

[ e et e e e g '“F"ﬁﬁm ----------------

r-————--

" We understand that the data access flows are || Committee
still to be decided but we also acknowledge that | member
the technology needs to support federated |

I projects. |

N N N 5 &8 B B B B B 0B B BN 0B B 0B B J

NHS | 84
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Support & guidance
*  What support is provided to applicants at the start of the process?
*  What information is provided at the point of enquiry during application submission, during
the review phases? And where should that be displayed?

Key Questions

| 85
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Health Data Research UK

Support & guidance
* How are questions handled? What happens when more information is needed from the
applicant?
*  What support will be available should the applicant wish to resubmit a DAR?

Key Questions

| 86
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What we want to get to:

Identify and build a common technical solution that supports both researchers and the SDE network in managing
data access requests

Research

Secm_lre Data <
EnVIronment Health Data Research
NETWORK InnovationGatewl:y e

Where can the Gateway best support?

NHS | 89
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Enquiries: Options (Examples)

Liahtweiaht’ ‘Half & Half’ Single Source

D

Health Data Research

Innovation Gateway

+ + Possible to set up some tracking

Easy to adopt - + Easy to track
+ No training required for both SDEs + Familiar process for the SDEs who manage + Simple user interface
& researchers (familiar approach) the externa_l syst_e_m ) + Transparent to both applicant and SDE
+ Gateway still facilitates a simple Ul + Standardised enquiry submission
Cons: and standardised enquiry submission 4+ Possible autopopulation based on
- More difficult to track Gateway profile (saves time for
enquiry/onward application Cons: ; researcher)
journey - User has to use multiple platforms (unless
- Requires more effort to triage singular solution is selected for the network Cons:
queries - Likely dlfferer?t USET EXpErience per enquiry - Would require some familiarisation at
- User less likely to provide relevant i Increasgd VEIEUIIO L) tracking mechanisms SDE and applicant level
information upfront for applications — less transparent to both
- Likely different user experience KSDE and applicant. /
per enquiry
- Ifindividual contact provided, * Key questions:
increased risk of enquiry being * What support is provided to applicants? Who provides this support?
missed J * How should enquiries be tracked (locally and at a network level?)
;i'h}  What information is provided at the point of enquiry? And where should that be displb$ed?
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What we want to get to:

Identify and build a common technical solution that supports both researchers and the SDE network in managing
data access requests

Research

Secm_lre Data <
EnVIronment Health Data Research
NETWORK InnovationGatewl:y e

Where can the Gateway best support?
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Application form & submission: Options (1/2) — Examples
‘Single Source

’

Health Data Research >

Innovation Gateway

L

Pros:

4+ Form customisation on current Gateway is easy to use

4+ Multiple applicants can work on form

=+ Easy to track + audit trail

+ Integrated message feature to support applicants through the process

=+ Possibility of autopopulating fields based on enquiry/profile (saves time for applicant)

4+ Could set up logic to condense/expand form depending on applicant answers (could save time for applicant + SDE)

4+ Completed form can be shared with multiple individuals (with relevant permissions). Possibility to have forms shared with

multiple organisations.

Cons:

- Would require familiarisation at SDE and applicant level.

- Increased levels of customization could result in increased length of the form, which could deter applicants from submitting
- More difficult to see changes/edits when multiple applicants working on form (although we could investigate technical

solutions to support this)
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Application form & submission: Options (2/2) — Exampl

‘Lightweight’

¥,

es

 oros:

+ Familiar mechanism to both applicant and SDE
+ Multiple applicants can work on one form
+ Easy to see/track changes

Cons:
- More difficult to support applicant with queries (more effort
to collaborate outside of online system)
- No automatic form logic
K Tracking/status updates less transparent for applicant

~

)

* Key questions:

 oros:

Research
Secure Data
Environment

HEIWERR Health Data Research UK

‘Half & Half’

N

+ Familiar process to SDEs

Cons:

- Still a varied experience for applicant (different forms/different
systems)

- How will applicant be notified of applicant status? Tracking may
be more difficult

- Possibility of pulling in information from Gateway to external
form but highly dependent on chosen system capabilities (even

\ more difficult with multiple systems) /

* In order to work towards a common solution across the network, what should the level of customisation be, bearing the

researcher journey and experience in mind?

* If other systems are in use, are they the same systems across the network, or different ones?

* How are applicants supported through this step?

m *  What information is provided at the point of application? (i.e. level of guidance provided within the form)?
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What we want to get to:

Identify and build a common technical solution that supports both researchers and the SDE network in managing
data access requests
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Where can the Gateway best support?
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. . Health Data Research UK
Review/Workflows: Options (examples)

‘Lightweight’

‘Single Source’ ‘Half & Half’

Health Data Research

Innovation Gateway >

ﬂos: \ ﬂ'os: \
+ Familiar mechanism for SDEs and + Easy to track / audit trail / \
applicant + Configurable across team (could include Pros:
+ No/very little tech development workflows to span multiple teams) + Familiar process to SDEs
required + Automatic notifications/prompts
Cons: + Can build in transparent status updates to Cons:
il el e el applicants »  Still a varied experience for applicant
- Varied applicant experience + Can build internal messaging between reviewers (different forms/different systems)
_ More effort to triage queries (more & SDE/Applicant *  How will applicant be notified of
\ ‘back and forth’) / Cons: applicant status? Tracking will be more
- Will require some familiarization for SDEs / \ difficult /

Key questions
* What level of configurations are needed to support the review process across multiple data controllers/teams? Will there be 1 centralized
DAR committee (for each SDE? For the network?)
* How automated should this process be?
» What permission levels would be required?

[ How transparent is this process, both to ‘reviewers’ and applicants? What information is provided to both parties throughout this revli%\gv?
» How are questions handled? What happens when more information is needed from the applicant?
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What we want to get to:
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Approvals: Options (examples)

‘Single Source’ ‘Half & Half’

‘Lightweight’

Health Data Research >

Innovation Gateway

/Pros: \
(s A o ~

+ Familiar process for SDEs and + Easyto track /.a_udit- il
applicant + Automat!c not|f|cat|ons/prompts ) + Familiar process to SDEs
+ No/very little tech development + Automatic data use register upload (saves time for
needed SDE) Cons:
Cons: - Still a varied experience for applicant
- More difficult to track e ) ) L - Possible variation in how applicant is
- Still a varied experience for - Will require some familiarization for SDEs / k notified about decision /

\ applicant /

Key questions

*  What happens at the point of approval? What is the best way to continue the process? Can the Gateway (or other systems) support in this area?
*  What support will be available should the applicant wish to resubmit a DAR?

NHS o7
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SDE Accreditation: What are we trying to T .. J— m
achieve? Authority | g e care

In the Data Saves Lives Strategy, we committed to establishing a "robust accreditation regime" for
overseeing SDEs that host and provide access to NHS data for secondary uses.

Purpose of accreditation: To provide long term security and capability assurances to SDEs hosting and
providing access to NHS data for secondary uses; whilst supporting strategic shift towards a system of data
access.

Objectives of accreditation:
. Security: ensuring the highest standards of privacy and security are met for the safe, secure and lawful

storage, access, and use of NHS data for research and secondary uses.
. Capability: ensuring that a high-quality service is offered to SDE users that enables efficient access to NHS
data for research and secondary uses.
. Credibility: providing credibility of SDEs in the eyes of the public and sector; improving trust and confidence
in how NHS data is used for research and secondary uses.
. Transparency: improving transparency about how NHS data is used for research and secondary uses.
. Interoperability: supporting the development of an interoperable network of high-quality SDEs providing access to

NHS data for research and secondary uses.





SDE Accreditation: Project Overview I et

Department
of Health &
Social Care

Project: DHSC, NHSE and UKSA co-design, pilot and operationalise an amended
UKSA accreditation framework to be fit for purpose for SDEs providing access to NHS data for

research and secondary uses.

Focus: The project looks to develop, test, pilot, evaluate and roll-out an amended accreditation
framework to the NHS Research SDE Network.

Ambition: to pilot the amended framework on the NHSE national platform and 1-2 sub-national
platforms in early 2024, the wider network of sub-national SDEs will then follow. Delivery will be
prioritised based on platform maturity and readiness, with the ambition that all platforms in the network

will be accredited by Spring 2025.





SDE Accreditation: Project Delivery v AJHS

Social Care

The existing UK Statistics Authority accreditation framework sets the direction of travel for the security and capability controls
(standards) that Secure Data Environments will be assessed against. There will be some amendment to the framework to ensure suitability

and tailoring towards NHS data.
The security assessment will be based on the ISO 27001 Information Security Standard; however, ISO 27001 cannot be used as a
substitute for security accreditation. This approach has been selected because of its wider coverage of security including governance, risk

management, personnel in addition to standard technical areas.

The capability assessment will look at the skills, experiences, service delivery and practices in place to demonstrate the Secure Data

Environment can perform the functions of a data processor and provide a high-quality service to users.

The NHS Research SDE Network is our focus for the testing and implementation of a model of accreditation between now and

Spring 2025, this is because the Network will become the primary way to access NHS data for research purposes.

The UK Statistics Authority will pilot the new accreditation framework on the NHSE National SDE and 1-2 Sub-National SDEs in early 2024.

We expect the entire NHS Research SDE Network to be accredited by Spring 2025. Beyond this, there are future policy decisions to be

made regarding if, and when Secure Data Environments outside of NHS control will be eligible for accreditation.
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Further Information requested by CAG - Health Research
Examples Authority

ﬁ Opt-Out/PPIE
i

Clarity of Supporting
Information
» Purpose and Scope (research or « PPIE completed with the local population to
non-research use) gain a wide range of views — crucially from
« Details of the governance structures underrepresented groups.
and Data Access Committees * Notification documents should be reviewed by
PPIE Groups - to include more information on
purpose

Patient-Facing
Information

» Opt-out measures are clear and accessible

« Clarity on the data to be included

« Justifications for missing data and
consideration of the potential for bias to
healthier populations/contribute to
health inequalities.

» Processing of free-text data

www.hra.nhs.uk | @HRA_Latest

» Notification documentation (lack
of/quality of)

» Use of physical leaflets, posters, other
media for wider reach





NHS

Further Information requested by REC - Health Research
Examples Authority
Clarity of Supporting ﬁ PPIE
Information '&
 Or anisationa_l _S_t_rUCtureS— Roles e Communication and
and Responsibilities Engalgement Plans to include
how PPI groups included.

Patient-Facing
Information

» Notification documentation (lack
of/quality of)

* Risk of accidental disclosure and re-
identification

www.hra.nhs.uk | @HRA_Latest
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Discussion at Working Group Hea'thARuﬁef.-'}ig

O C‘\T) Q “30 participants is insufficient for

datasets with millions of patient
records”

“Importance in involving healthy

participants in public involvement
D Q activities.”
» Discussion point 1: What

is enough? What is

Question of identifiability via extremely appropriate scale for PPIE?
sensitive data and expectation. “I am not How to ensure it is
sure t_‘hat when patients come into a > @Q@ﬁSQtBﬂVBBin t 2: How

hospital and reveal that type of

information to their clinician they expect should expectations (esp in

that it will end up being accessed by risk areas) be effectively
researchers” managed and
communicated?

PATIENT AND PUBLIC INVOLVEMENT
AND ENGAGEMENT






Discussion at Working Group

Different ways of informing patients about
data usage, such as through a website or

posters. Making use of print and digital Q
media. “Most people understand they Q

NHS

Health Research
Authority

won't be informed every time their data

is used, but they want to know which .
research studies their data supports.” D Q

» Discussion point 3: What
approaches are there for
patient notification?

No minimum A\
level 7
purpases ’

#}. Public
Benefit

Clearly
described

An expectation that there is a high level of
scrutiny, regardless of the identifiability of
the data. “Data access committees
should ideally have lay members.
Remain concerned whether the data is
anonymous.”

» Discussion point 4: How should
DACs approach assessment of a
‘in the public benefit’ test?
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A patient’s perspective of using data

M arg aret G rayson IS paSS|0nate OE Why health and care data matters to me - Margaret Grayson
about data.

She advocates for patients sharing
their data so it can be used to
improve patient care, diagnosis,
treatment and outcomes as part of
the ‘use MY data’ movement.

In a video case study for NHS
England — Transformation
Directorate, Margaret said: “I
believe that as a patient | have a responsibility to the rest of society in permitting my data to
be used, but | also have the right to ask clinicians and researchers, or perhaps rather
demand, that my data is used, remove the barriers, use for purposes of audit, comparison,
research, ask questions and find answers for me and all the other patients like me.”

You can find out more and watch the video on the NHS England — Transformation Directorate
website, or alternatively watch the video on YouTube.

UK Health Data Research Alliance: Special Interest

Group meeting — 8 November, 1-2pm

The UK Health Data Research Alliance convenes a Special H DR |/<
Interest Group meeting quarterly that is devoted to the

Observational Medical Outcomes Partnership C_ommon Health Data Research UK
Data Model (OMOP CDM). The next Zoom webinar, on 8

November from 1-2pm, will include a discussion around

studies applying this model across organisations. It will be co-chaired by Daniel Prieto-
Alhambra, Professor of Pharmaco and Device Epidemiology, University of Oxford, and Geoff
Hall, Professor of Digital Health, University of Leeds. More information is on Eventbrite and if

you have questions about the event you can email ukalliance@hdruk.ac.uk.

Patient and public groups join UK Health Data Research Alliance (UKHDRA)

Two patient and public groups have joined the UKHDRA for the first time. ‘Understanding
Patient Data’ and ‘use MY Data’, two organisations that work closely with patients to explain
and advocate for data use in healthcare, have become UKHDRA members — helping to bring
total Alliance membership to 93. More information is on the HDR UK website.

HDR UK announces new Deputy Chair

Patsy Wilkinson has joined HDR UK in the newly established role of Deputy Chair of its Board
of Non-Executive Directors and Trustees. Patsy will provide support for the chair, the board
and the wider senior leadership team, drawing on experience from a senior government
career in national security and defence. Her leadership experience includes data and
analytics, science and innovation, and digital transformation. More information is on the HDR
UK website.


http://www.usemydata.org/casestudies.php
https://transform.england.nhs.uk/key-tools-and-info/data-saves-lives/improving-individual-care-and-patient-safety/a-patients-perspective-of-using-data/
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https://youtu.be/3QptmDnBoFE?si=gNv7vWCVNnW0ZBzF
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.eventbrite.co.uk%2Fe%2Falliance-special-interest-group-on-the-omop-common-data-model-tickets-735360522117%3Faff%3Doddtdtcreator&data=05%7C01%7Cs.birch5%40nhs.net%7Cf03ceb196cb144ecafe608dbd56c50e0%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C638338433402983710%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kRvPOIzLODo6KylqKIamwbiyktyaEoiikULLZYwgMNA%3D&reserved=0
mailto:ukalliance@hdruk.ac.uk
https://www.hdruk.ac.uk/news/uk-health-data-research-alliance-welcomes-patient-and-public-groups-to-its-membership/
https://www.hdruk.ac.uk/news/health-data-research-uk-welcomes-new-deputy-chair/
https://www.hdruk.ac.uk/news/health-data-research-uk-welcomes-new-deputy-chair/
https://youtu.be/3QptmDnBoFE?si=gNv7vWCVNnW0ZBzF

Other news

West Midlands Imaging Network (WMIN) digital strategy

The WMIN’s priorities and plans to share regional diagnostic image and O .
image-related information between 15 participating NHS trusts were >
approved at a meeting on 20 September. The BI project is now under Q
way with PACS/RIS convergence funding progressing. More

information is on WMIN’s website. | =

‘Using NHS data to improve healthcare’ — article

Professor Sir Chris Whitty has written an article for The Times on how using data effectively
and safely can improve patient care and research. He discusses the need to better integrate
data systems across the NHS, and the huge difference research can make to patients. He
also welcomes NHS England’s plans to start a programme of national conversations around
data policies and programmes. You can read the article in full on the Government’s website.

Get in touch

If you'd like to find out more about the WMSDE, have
research that could use the platform or would like to get more

W_eSt involved, please email us at WMSDE@uhb.nhs.uk.
Midlands

SECURE DATA If you're interested in supporting a particular workstream,
ENVIRONMENT please clearly mention it when you get in touch so our team

can put you in contact with the right person to help.
Our workstreams

Data trust committee

Patient and public involvement, communications and engagement
Information governance and ethics

Technical design authority

Data and data standards

Commercial

Digital clinical trials

VVVYVYVVY


https://wmidsimagingnetwork.nhs.uk/workstreams/digital/
https://www.gov.uk/government/speeches/using-nhs-data-to-improve-healthcare?s=09
mailto:WMSDE@uhb.nhs.uk

